BASSAM MOHAMMED ALDRHAM

Cybersecurity Analyst | Penetration Tester

0550235153 | bassamaldrgham@gmail.com | linkedin.com/in/bassam-ldhirgham

professional profile
Cybersecurity graduate (GPA 4.76/5.0) First Class Honors with hands-on experience in
penetration testing and cloud security. Conducted vulnerability assessments and security
monitoring on Azure environments. Focused on identifying security weaknesses and
strengthening organizational defenses.

Education
Diploma in Cybersecurity | Imam Muhammad Ibn Saud Islamic University | Jan 2026
GPA: 4.76/5.0 (First Class Honors)

Certifications
CompTIA Security+ (Feb 2026)
Cisco Ethical Hacker (Jan 2025)
AWS Cloud Essentials (Oct 2024)

Professional experience

Cybersecurity Intern | Tasheer Solutions for Tourism and Travel | Aug 2025 - Dec 2025
- Conducted vulnerability assessments and penetration testing using Burp Suite and
Nmap

- Monitored Azure security configurations and analyzed firewall logs for threat detection
- Analyzed network traffic and documented security findings in technical reports

Technical Skills

Offensive: Burp Suite, Metasploit, Nmap, Nessus, Wireshark, Kali Linux, HID Payloads

Defensive & Cloud: Azure Security, AWS (IAM/EC2), SOC Operations, Firewalls, IDS/IPS
Key Projects

HHTTP/HTTPS Honeypot System (2nd Place - Best Graduation Project)
Deployed honeypot to capture and analyze real attack attempts
Recommended network hardening strategies based on analysis
Physical Security Testing (BadUSB)

Conducted authorized penetration tests using custom HID payloads
Identified endpoint vulnerabilities leading to stricter USB policies

Soft Skills
e Team Collaboration e Attention to Detail
e Continuous Learning e Time Management
e Analytical Thinking e Adaptability
Languages

English: Professional (STEP: 80%)

NF
Chinese: Elementary (hsk2) ¢


https://www.linkedin.com/in/bassam-aldhirgham/

